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Abstract 
Telecare Medicine Information System allows providing healthcare facilities for patients, and especially for older 
and vulnerable people who cannot attend to the hospital. While this system offers many advantages, it suffers, 
however, from many issues, including the privacy and integrity of patient’s data. Therefore, this paper address  some 
authentication schemes that have been proposed to overcome security problems in the TMIS system and propose a 
robust authentication scheme for the Telecare Medicine Information System using elliptic curves and image-base 
one time password. 
© 2016 The Authors. Published by Elsevier B.V. 
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1. Introduction 
Humanity has to deal with several problems in the future especially in the healthcare sector. We have more and 
more an ageing population, disabled and vulnerable people who cannot attend the hospital, not only in the 
industrialized country, but also in the less economically developed country. This leads us to think if we will continue 
to deliver health services as the way we’ve done in the past. Clearly not. The support of technologies will be 
essential to provide future healthcare services. Some technologies can overcome these issues, such as telemedicine 
and telecare medical information system, which allows providing healthcare facilities using electronic information 
and computer network when distance separates the patients and doctors. Its adoption will resolve many issues, for 
instance, it will reduce the hardship time and cost that occurs when patients have to travel great distances to see 
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specialist. Also it enhances accesses to health services from rural and underserved areas which can reduce the 
overall cost of care by identifying problems sooner. In spite of that, TMIS is still in his infancy. Many security 
issues prevent its use since it is based on networks and information technologies and therefore, it is prone to 
different networks attacks. The design of a secure telecare medicine information system is mandatory to ensure 
authentication1,2,7, integrity, and confidentiality of patient’s data. To this ends, many schemes have been proposed to 
enhance the security of TMSI. Tan et al.3 proposed a biometric authentication scheme for TMIS based on smart 
card, hash function, and biometrics techniques. The authors claim that their scheme resists to off-line password 
guessing attacks, impersonation, insider and replay attacks, however, the scheme introduce some drawbacks and 
particularly, denial of service attacks. To improve the scheme Yan et al.4 and Mishra et al.5 presented an enhanced 
authentication scheme based on Tan’s protocol which enables to overcome the problem of anonymity, off-line 
password guessing attack and denial of service. In the same context, Ruhul et al.6 proposed a user authentication 
protocol based on Smart card for Telecare medicine information system using a cryptographic one-way hash 
function. Despite their robustness against attacks, the previous schemes requires extra device to perform the 
authentication. 
2. Proposed work 
In this section, we introduce a robust authentication scheme based on the concept of multi-factor authentication and 
image based one-time password to enhance the security of the Telecare Medicine Information System. We will 
briefly describe it as follows. The scheme consists of four phases, namely the initialization phase the registration 
phase, the authentication phase, and the password change phase. In the initialization phase, the TMIS provides to the 
patients an authentication apps which must be installed on a mobile device. Its primary objective is to create an 
image-based password. Then, comes the registration phase in which the TMIS generates and share some valuable 
information, elliptic curves parameters and a secret point with the patient. This secret point will play the role of the 
session key between the patient and the TMIS. Once the session key is established the TMIS generates, encrypt and 
sends a particular Image to the patient’s mobile device. After that, the user decrypts and stores its secret image into 
his mobile apps. In the authentication phase, the user must provide his username and password and then if this 
information is correct, the TMIS provide a challenge and request an image-based password. The patient adds the 
challenge into his mobile apps and extracts an image based password. Henceforth the patient can use TMIS 
securely. 
The notations used throughout this paper are described as follows. 
 
Table. 1  Notation in this paper. 
 
Notation Description 
iUn  Username 
iPs  User’s Password 
(.)\  Hash function, 
*  Secret image 
U*  Image-password 
T  Challenge 
TMIS Telecare medicine 
information system 
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2.1. Preliminaries 
Elliptic curves.  
Let E/Fp denotes an elliptic curve E over a prime finite field Fp, which can be defined by 
              y2  x3  D x  E                                              1
Where, D , E F and    W  = 4 3D  +27 2E  z
The points on E/ Fp with an extra point O called the point at infinity used for additive identity form an additive 
group =  as                                 
=   ^x, y: x, yF ,Ex, y 0`^0`p                                   2
Let n be the order of =  it can be defined asnG mod q  O, where G is the generator of =  and =  is a cyclic 
additive group under the point addition “+” defined as  
  
P O  P, where P  = . 
 
The point multiplication over =  can be defined as  s*P  P P  ..P (s times)  
The point addition P + Q such as  P,Q  =  is a point -R  on the E/FP such that all the points P, Q and –R lie on the 
straight line.  
In case where P = Q, it becomes a tangent at  P or Q, which is assumed to intersect the curve at the point 0.8 
 
Cryptographic one-way hash function 
 
A cryptographic one-way hash function maps a string of arbitrary length to a string of fixed length called the hashed 
value. It can be symbolized as: \ : Aė B, where  A = {0, 1}ѽ, and  B = {0, 1}n.  A is binary string of arbitrary 
length and B  is a binary string of fixed length  n.  Cryptographic one-way hash function achieves the following 
feature: 
x Given  1M A , it is easy to compute 1 )b (M \ . 
x Preimage Resistant: It should be infeasible to find 
1
M from  b   /  1 )b (M \ . 
x Second-Preimage Resistant: for a given a message 1M  randomly chosen, It should be infeasible to find  a 
separate message 2M where 1 2) )(M (M\  \  
x Collision Resistant: : It should be infeasible to find two distinct messages 1 2M Mz  such as  
1 2
) )(M (M\  \  
 
Secret Image * : It is an image which is created by the TMIS and shared with the patient after being encrypted. 
portions of this image will constitute the one time password U* .  
Challenge T  : Is an alphanumerical text which is generated by the TMIS whenever the user wants to be 
authenticated in the TMIS. It plays a major role for the Creation of U* .  It is composed of two parts separated by “|” 
The first part is a point from an elliptic curve related to the user. The second part is a number n N .  Example T = 
<23,45>|25  such as  P = <23,45> is a point from an elliptic curve.  
Extract function: It’s a function that allows extracting a portion of an image U*  (Image-one time password) from a 
secret image *  by means of three points from an elliptic curve.    
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2.2. Registration step 
In this step both the TMIS and the patient perform the following steps: 
x The TMIS generates < D , E , E0, n, c>  and constructs the elliptic curve equation 2 3Y xx  D E    over Fc 
such as  E0 is a point from the elliptic curve 
2 3
Y xx  D E    and, , ND E  then the TMIS Chooses 
1
1 n 1d O d , calculates 
01
A E O and sends  < D , E , E0, n, c, A> to the patient. 
x Using < D , E , E0, n, c, A >  , the patient constructs the elliptic curve equation and chooses 21 n 1d O d  , 
calculates 
2 0
B E O  and  sends  < B > to the TMIS.  
x The patient receives 
01
EO  and using his 
2
O  he calculates 
02 1
EK  O O which will be the secret point related 
to the user.  
x The TMIS receives 
02
EO  and using his 
1
O  he calculates 
021
K E O O , then the TMIS generates and 
encrypts an  image *  using  K  as secret key k ( )[ *  and sends it to the patient . 
x The patient intercepts k ( )[ * , calculates k kD ( ( ))[ * = *  and store it in his health app. After that, he 
provides his username and password  < Un , Ps > to the TMIS.  
x The TMIS receives  < Un , Ps > and store the triplet  < Un , Ps , * > 
 
 
Fig. 1. Registration Step 
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2.3. Login phase 
In this step the patient performs the following actions: He submits < Un , Ps > to the TMIS, then, the TMIS checks 
whether the patient is registered by verifying < Un , Ps > = < 1Un , 1Ps >. If so, then the TMIS generates a challenge T  from the patient’s image * , calculates U* and sends T  to the patient, and requests to calculate a second 
password
1
U* . Upon receiving the challenge T  from the TMIS, the patient calculates U*  using the HealthApp  and  T   by extracting the secret points (K1, K2, K3) from the image * using  the following operations Calculate   K1 = P + 
K     ,   K2 = n x K1    ,    K3 = ( n + 1 )  x K1 where ‘+, x’ are respectively point addition and scalar multiplication on 
elliptic curve and K is a point that have been calculated during the registration step. Then, the HealthApp Calculates 
1 2 3
1 Extract (K , K , K )*U  * .The patient submits 1U*  to the TMIS side. Then this latter checks whether          1
( )U\ * =  ( )\ * if so, the patient is authenticated. 
 
Fig. 2. Login Step 
2.4. Image Change phase 
When a user wants to change his secret image, he/she will firstly perform the authentication step by providing his  
username and password < Un , Ps > and  image password U*  . Then The TMIS will request from the user to choose 
one of the following methods: 
Method 1: By changing the secret image *  
In this method the user requests from the TMIS to change his secret Image 1* . Then the TMSI will generates 
another secret image 2* which will be the new secret Image related to the user  1Un   (  1* m 2* ) 
 
Method 2: By changing the Elliptic Curve Equation parameters < D , E ,E0, n, c> 
In case where the user chooses the second method to perform the a password change, the TMIS generates and assign 
the new parameters < 1D , 1E , E1, n1, c1> instead of   < D , E , E0, n, c> which allows to construct and  assign  
The elliptic curve equation   2 3 1 1Y  x x D E  instead of  2 3Y  x x D E  to the user 1Un   
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Fig. 3. The proposed Scheme 
2.5. Security analysis 
x The proposed scheme enables to withstand many attacks, notably, phishing, brute-force and dictionary 
attacks given that our proposed method uses image-based one-time password with a challenge response. 
The attacker cannot create a valid challenge.  
x The attacker cannot perform attacks like online and offline password guessing attack, given that the 
password used in the scheme is not a text password but an image-based password.   
x The scheme can resist to the man in the middle attacks since the password is used only for one 
authentication session. So even if the password is intercepted, it will be no more valid.  
x The scheme also introduces some important feature such as security of the password. The second factor is 
created automatically, and the cloud database stores the user’s secret image instead of the password. The 
password change feature is also supported.    
3. Conclusion 
The paper has introduces an image-based authentication scheme to improve the authentication process in the 
Telecare Medicine Information System. The proposed method overcomes several problems by the implementation 
of a one-time password extracted from a secret image using a Health app and elliptic curves for identifying three 
secret points from an image. Thus, the image-password can be extracted using a mobile device such as smart phones 
or PDA. In the future, we envision to address the problem of verification of integrity and authorship proof in the 
TMIS in order to build an integral security scheme in the Telecare Medicine Information System.  
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